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ANNOTATION: the article discusses the issues of international security when using the virtual space, as well as ways to 
counter new types of fraud. It describes new fraud methods and scam schemes to attract the largest number of victims as 
well as recommendations on creating international organizations to fight against fraud. The article reveals new methods for 
detecting fraud using information and communication technologies, measures taken by international organizations to combat 
cyberfraud, and examines the effectiveness of these measures.
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АННОТАЦИЯ: маколада виртуал борликдан фойдаланётган пайтда халкаро хавфсизликни таъминлаш муам
молари хамда фирибгарликнинг янги турларига карши курашиш, жабрланувчилар сонини купайтириш максадида 
кулланиладиган янги схемалар ва фирибгарликка карши курашиш буйича халкаро ташкилотларни ташкил этиш 
буйича тавсифлар берилган. Замонавий технологиялардан фойдаланган холда фирибгарликни аниклашнинг янги 
усуллари; киберфирибгарликка карши курашиш буйича халкаро ташкилотларнинг чоралари, шунингдек, улар то
монидан амалга оширилаётган чора-тадбирларнинг самарадорлиги борасида фикр юритилган.

Калит сузлар: киберфирибгарлик, хавфсизлик, халкаро, фишинг, кураш, виртуал борлик.

АННОТАЦИЯ: В статье рассматриваются вопросы обеспечения международной безопасности при исполь
зовании виртуального пространства, а также способы противодействия новым видам мошенничества В нем 
описываются новые способы совершения мошенничества и схемы для привлечения наибольшего числа жертв, а 
также рекомендации по созданию международных организаций по противодействию мошенничеству Раскрыва
ются новые методы выявления фактов мошенничества с использованием информационно-коммуникационных 
технологий; меры международных организаций по противодействию кибермошенничеству, а также рассматри
вается эффективность предпринимаемых ими мер.

Ключевые слова: кибермошенничество, безопасность, международный, фишинг, борьба, виртуальное про
странство.

It is well known that the non-cash payment 
system using payment cards continues to be actively 
implemented in our lives due to the ease of use, the 
ability to quickly pay for services without waiting lists 
and paperwork. To date, more than 1.5 billion plastic 
cards have been issued worldwide. Each year, the 
global turnover is over $ 3 trillion. Cards are accepted 
in more than 20 million retail organizations1.

This indicator shows the demand for payment 
cards among the population due to the ease and 
benefit of its use in terms of saving time and material 
costs. But, when using it, you need to keep in mind 
some pitfalls and the reverse side of the coin. The 
sphere of banking services, payments using plastic 
cards, in particular electronic, with such a turnover of 
funds, is increasingly attracting scammers.

Crimes involving payment cards require increased 
attention, as fraudsters cause damage not only 
directly to victims, but also to banks and the state, 
undermining their credibility.

There are different types of fraud, such as phishing 
and skimming. Phishing (from fishing) - a type of 
Internet fraud, the purpose of which is to gain access 
to confidential user data — usernames, login and 

passwords. In fact, it is theft of another’s property by 
mailing letters containing false information (in the 
vernacular they are called spam) to lure the potential 
victim in that they created the same exact copy of a 
famous brand, organization, or bank, to recognize the 
difference between the original is almost impossible. 
The scheme is such that when the victim goes to this 
site using the link that was in the email, they are asked 
to enter their username, password, login, or bank 
card account, ostensibly for identification. After this 
procedure, fraudsters get access to confidential data.

Many states not only increase criminal liability for 
credit card fraud, but also apply measures to prevent 
it. This applies not only to the state as a whole, fraud 
prevention is also carried out in the private sector. 
So many companies conduct trainings and seminars 
among their staff in order to prevent phishing 
attacks on their computer systems. Since an attack 
and defeat of one computer can lead to a failure of 
the entire company and cause huge damage. But 
the effectiveness of this practice as seminars and 
conversations with employees to ensure that they are 
vigilant and do not click questionable links is unknown. 
According to Kiaran Martin, CEO of the UK’s National
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Cyber Security Centre (NCSC), «there is no information 
security system that can prevent the probability that at 
least one person in a hundred will not open a phishing 
message, and this may be enough for an attacker.»1 2

1. https://www.kp.ru/guide/plastikovye-karty-bankov.html
2. Киаран Мартин. GCHQ. Национальная стратегия кибербезопасности на 2016-2021 гг. Великобритания. HM

Government. https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/643426/Russian_  
translation_-_National_Cyber_Security_Strategy_2016.pdf

On its website, the UN world organization published 
an article «Beware of scammers» with a warning that 
scammers, acting on their behalf, charge for alleged 
employment, as well as request bank card numbers and 
passwords.

But, as it is possible to prevent phishing, many 
organizations that deal with cybercrime and the fight 
against cybercrime, loudly repeat that you need to 
beware of «dubious» sites, do not click on links sent by 
email, etc. Banal requirements for security in the virtual 
space. But how to determine whether this link is really 
questionable and there is a threat of a phishing attack, 
because scammers are not fools and create mailing 
lists and fake websites of well-known companies with 
accuracy to the colors and font of the inscriptions. For 
example, Yandex sends its registered users a warning 
message against phishing attacks from scammers 
with the title «how to distinguish good emails from 
scammers’ emails». However, this email contains 
only information that you should pay attention to the 
appearance of the site. Although they further claim that 
fake sites often look like pages of real servers. And if you 
enter secret information, hackers get access not only to 
your mailbox, but also to your social network profiles 
and online banking. Although this is a well-known fact, 
but still: how to reduce the growth of phishing attacks 
and protect yourself and your savings?

The national cyber security center of Great Britain 
(NCSC) points out a number of difficulties in the course 
of «anti-phishing education», in particular due to the 
growing number and volume of phishing threats, 
as well as the need to take measures to combine 
technical means of protection in the virtual space 
with increasing user awareness of common types of 
phishing attacks and ways to inform about them.

According to the study, in most cases, emails from 
scammers offering to click on a link to a site, whether it 
is a bank or company site, contain meaningless sets of 
letters, numbers and symbols. The official website of a 
bank or other government agency or company contains 
a name that is relevant to its activities. For example, 
www.uztelecom.uz. But not, fg5fd64fg5h4g5f4hgevcrll;

Another precaution for protection in the virtual 
space is the need to enable the notification function 
for suspicious or suspicious sites, which is available 
in any phone and do not enter such sites even if this
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site has the necessary information or it advertises 
incredible discounts and promotions for drawing a car 
or a whole house. These sites serve to attract as many 
people as possible to further acquire information 
about the user or their banking data, in the best case, 
to conduct marketing or advertising of products.

In addition, few people pay attention to 
abbreviations such as http and https. HTTP (Hypertext 
Transfer Protocol) is an application - level Protocol 
for transmitting data initially in the form of hypertext 
documents in HTML format, currently used for 
transmitting arbitrary data.

Although most websites of government agencies, 
large companies, and organizations that carry out legal 
activities in General start with the abbreviation www. 
or https. The letter «S» in the https Protocol means the 
word «secure» in English. That is, this site is checked 
for danger and is safe to use because it ensures 
the confidentiality of information by encrypting it. 
When using third-party sites or when searching for 
information, you must also focus on such nuances of 
the secure Internet.

Another common fraud scheme associated with a 
payment card concerns a new type of payment card 
«electronic» or as they are also called «virtual». These 
electronic means of payment are used to pay for 
services and goods online. There is no physical card, 
but you can top it up with a plastic card.to do this, you 
need to transfer money to a virtual card, that is, turn 
physical money into electronic money. There are a lot 
of electronic payment systems with the opening of an 
electronic wallet «Yandex.Money», QIWI, Webmoney. 
Fraudsters posing as bank employees receive a 
confirmation code and send money from a plastic card 
not to the user’s virtual cards, but to their own.

Responsibility for any new types of crimes should 
be established in the country’s criminal code, since 
criminals act on the principle of «what is not prohibited 
is allowed». Therefore, to prevent the wave of cyber 
fraud and plastic fraud, it is necessary to introduce a 
new article in the Criminal code. In our criminal code, 
there is no separate rule for the qualification of plastic 
fraud, which creates difficulties in their investigation 
and sentencing, since these crimes are more serious 
than ordinary fraud due to the fact that it involves the 
creation of a criminal group of specialists who possess 
computer skills, has a wider range of victims, in some 
cases the need to have opportunities, channels for 
redirecting funds to foreign bank accounts in order to 
cover their tracks and evade responsibility.
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